TONG CONG TY CAP NUGC SAI GON CONG HOA XA HQI CHU NGHIA VIET NAM
TRACH NHIEM HUU HAN MOT THANH VIEN Djc lip — Tw do — Hanh phiic
Xi NGHIEP CAP NUOC SINH HOAT
NONG THON THANH PHO HO CHI MINH

S6: 3006/GM-CNNT-QLDA Tp. H6 Chi Minh, ngay .04 thdng . ndm 2025

GIAY MOI
Veé viée bdo gia dw 4n “Trang bj thiét bj twong liva va ban quyén phin mém
cho thiét bj twong liva bdo vé hé thb‘ng mang”

Kinh giri: Cac don vi kinh doanh, cung cép dich vu.

Xi nghiép Cép nude Sinh hoat Nong thon thanh phé Hd Chi Minh dang trién khai
thyuce hién dw an “Trang bi thiét bi tuong lira va ban quyén phan mém cho thiét bj tuong
lira bdo vé hé thong mang”. Néu ¢ quan tdm, kinh méi Quy cong ty tham gia chao gia
v&i ndi dung nhu sau:

1. Hd so béo gia:

HS so béo gié cho du 4n “Trang bj thiét bj tuong lira va ban quyén phan mém cho thiét
bj tuong lira bdo vé hé théng mang” gdm céc ndi dung theo bang sau:

STT N§i dung bVT S0 lwgng
1 | Bang bdo gia (theo mdu dinh kém) bo 02

Gidy ching nhén déng ky doanh nghiép,

trong d6 c6 dinh kém gidy x4c nhén ndi

2 : ik ; B 02
dung dang ky doanh nghi¢p do co quan c6
thdm quyén cép

3 | Céc tai liéu khac (néu c6) B 02

2. Yéu cau k¥ thuit:

Dép (g yéu céu k¥ thuat chi tiét dinh kem.
3. Yéu ciu giri hd so bao gia:

Thoi gian: dén hét ngay . ()/09/2025

Dija chi giri hd so:

Ban QLDA - Xi nghiép Cép nu6c Sinh hoat Néng thén TP HCM.
+ Pia chi: 27 Hiru Nghj, Phuong Tha Dte, Tp H6 Chi Minh

+ Dién thoai: 028.38969661 Fax: 028.37222859




Hinh thire giri: GUi tryc tiép hodc qua dudng buu dién.
Moi chi tiét lién h¢: Ong Ngo Manh Tudng — Nhan vién Ban Quan 1y dy 4n
(Sb dién thoai:'0962992717; Thu dién tr: manhtuon‘gktmt@gmail.com)
Luwu y: San phdm chao gid phadi ddp img theo yéu cau k¥ thudt d@inh kém.
Rét mong duge sy quan tdm cuia Quy Cong ty.
Trén trong cdm on ./.

Noi nhin: KT.GIAM POC
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PHU LUC YEU CAU KY THUAT
(Dinh kém Gidy moi s6 .460.6/ GM-CNNT-QLDA ngay 03, thangd. ndm 2025)

Cac thong s6 k¥ thut may chi cta dy 4n “Trang bj thiét b twong lira va ban quyén
phdn mém cho thiét bi tuong lira bdo vé hé théng mang”.

1. Yéu ciu vé danh muc, khdi lwgng:

STT Danh muc bVvT So
lwgng
Trang bj thiét bj tudng lra va ban quyén
1 | phin mém cho thiét bi twdng lira bao vé Bo 1
h¢ thong mang

2. Yéu cau chi tiét:
2.1 Yéu ciu chung:
- Nha cung cép c6 gidy ching nhéan la dai 1y ban hing va hd trg k¥ thudt chinh
thirc tir hiing giri cho CN Téng cong ty Cip nude Sai Gon TNHH MTV — Xi
nghiép Cap nudc sinh hoat néng thén thanh phé HS Chi Minh.
- Nha cung cép c6 bang mo ta Xuét xur, hing san xudt, ma hiéu (néu c6) dbi véi
danh myc hang héa cung cip.

2.2 Yéu cau chi tiét:

STT Danh muc Chi tiét ky thuit

- Thiét ké rack mount t6i thiéu 1U.
- S6 lugng giao dién két nbi:
e 2cbng GE RJ45 MGMT/HA
e 16 cong GE RJ45
Thiét bi fuong o 8 cdng GE SFP
ltra e 8cdng 10GE SFP+
- O cimg luu trit: 960 GB SSD.

- Ngudn cip dién: 2 ngudn (Default dual AC PSU for
1+1 Redundancy).

- Théng lugng phong chéng khai thac 16 hdng (IPS)
cua thiét bi: 12 Gbps.




STT

Danh muc

Chi tiét ky thuat

Théng lugng tudng lira the hé mai (NGFW) cia thiét
bi: 10 Gbps.

Thong lugng Bio vé khéi mdi de doa (Threat
Protection) cta thiét bj: 8.5 Gbps.

Théng lugng IPsec VPN cia thiét bj: 50 Gbps.

S6 lugng phién két n6i ddng thai (TCP) hodic phién
két néi t6i da hodc tuong dwong: 7.5 triéu.

Phién két néi méi méi gidy (TCP): 500.000
S6 lugng tudng lira 4o 6 sin: 10

H& tro dinh tuyén tinh va dinh tuyén déng: OSPF,
BGP, RIP, IS-IS.

HG tro tinh ning multicast PIM SM (PIM sparse
mode) va PIM DM (PIM dense mode).

HS trg giao thirc Netflow va sFlow.

Tich hop sén tinh ning SD-WAN, hd tro tinh ning
danh gid, do ludng tinh trang dudng WAN théng qua
kiém tra céc thong tin vé phién (session) lam viéc.
HS trg tinh ndng c4n bing tai may chu.

HO tro tinh ning VXLAN, IPV6

HG trg IPsec VPN

Kiém soét theo mg dung (Application control) véi
kha ndng tiy chinh chit ky (signature) va SSH
inspection.

Bao hanh: 03 nim

Ban quyén
phan mém cho
thiét bi tuong
Itra

Phong chdng xdm nhap tréi phép IPS véi hon 18,000
signature dugc cap nhét lién tuc.

C6 san céc tinh ning phong chéng ma doc, phong
chéng Botnet, tai cu tric cac tai lidu word, excel,
PDF dé kiém tra va loai b céc hyperlink, macro c6
trong céc file do.

DNS categories Filtering.




STT Danh muc Chi tiét ky thuét

- Coé kha nidng Loc Web (URL Filtering) theo content
hodc category, c6 kha ning cép nhéat danh sach
Category lién tuc tir hdng.

- Phong chdng cdc ma doc khong c6 d4u hién nhan
biét thong qua cong nghé SandBoxing.

- HO tro hai ché d0 kiém tra trong chinh sach bao mat
cua tudng lura:

e Kiém tra dua trén viéc chup nhanh cac géi ndi
dung va st dung phuong phép khop mau dé xéac
dinh cac méi de doa bao mat trong ndi dung.

e Kiém tra dua trén viéc tai tao ndi dung di qua va
kiém tra ndi dung d6 dé tim ra cac mdi de doa
bao mat.

- HJ trg Video Filtering véi kha ning loc Video
Youtube theo co s& dir liéu cua hdng hodc theo
channel ID.

- Hd trg Active-Active, Active-Passive, Clustering.

- Han sir dung: 03 nam

2.3 Yéu cu vé bao hanh
- DO6i véi thiét b tuong lira: _

e C6 gidy x4c nhin bao hanh theo chinh sach quy dinh ctia Hang/Nha san
xuét véi thoi gian ti thiéu 03 nim ké tir ngay nghiém thu, ban giao thiét
bi dua vao sir dung.

e C6 cam két bao hanh mién phi toan b thiét b theo thdi gian bao hanh cua
Hang/Nha san xuit ké tir ngay nghiém thu ban giao thiét bi dua vao su
dung.

e C6 cam két cung cip hd tro k§ thuat 24/7 tuong tng vé6i thoi gian bao hanh
toi thiéu 03 nim ctia thiét bi.

e Dia diém thyc hién bao hanh: tai Xi nghiép Cdp nude Sinh hoat Néng thon
Thanh phé H6 Chi Minh; Pia chi: sé 27 Hiru Nghi, phuong Thu Duc,
Thanh phdé H6 Chi Minh.

- Dbi véi phan mém:



C6 gidly xdc nhin bao hanh va hd tro k¥ thudt 24/7 theo chinh sich quy
dinh ctia Hang/Nha san xuat véi thoi gian t6i thidu 03 nim ké tir ngay ban
quyén phan mém dugc kich hoat dua vao sir dung.

bam bao cép nhét tinh ning bao mét, an toan, sin sang, lién tuc dbi véi
phan mém trong thdi gian bao hanh.

2.4 Yéu ciu vé ban giao, nghiém thu hang hoéa:

- D6i voi thiét bj phan ctng:

Thiét bj m6i 100%, déng gbi theo tidu chuin ctia Hang/Nha san xuét, dap
g ddy du sb luong.

Thiét bj c6 Gidy chimg nhén xuét xt hang héa (CO) va Gifly chimg nhan
chat lugng hang héa (CQ).

Cung cép cac tai liéu dinh kém: Tai liu bao hanh, tai lidu k¥ thuat/lap
dat/huéng dan sir dung ctia Hang/Nha san xuét.

Thiét bj dugc ban giao ddy du vé khdi luong va dap tmg chét luong, tién
6, yéu céu theo Hop dong.

Thiét b duge ban giao cho Chii dau tu sau khi nghiém thu dat yéu cdu chét
luong.

Dia diém ban giao: tai Xi nghiép Cip nuée Sinh hoat No6ng thén Thanh

ph6 Hé Chi Minh; Dja chi: s6 27 Hiru Nghi, phuong Thi Dire, Thanh phé
H6 Chi Minh.

- Doi v6i phdn mém thuong mai:

Phan mém phai duge cai dit va kich hoat ban quyén sir dung thanh cong
trén may chu.

Cung cép ban quyén ctia phdn mém (dang e-license) ding dé kich hoat
phan mém.

Cung cép tai ligu k§ thuft hodc hudng din sir dung (néu c6).

2.5 Yéu ciu vé dao tao/hwéng din sir dung:

- Tap hudn van hanh, st dung céc thiét bj bd sung trong dy 4n bao gdm mét s6
cac ndi dung nhur sau:

S6 lurong hoc vién: 01-03 ngudi (c4n bd van hanh hé théng)
N6i dung tap huan: Huéng din chi tiét k§ thuat 1ip dat/cai dit va van hanh.

- Dia diém tap huén: tai X{ nghiép Cép nuéc Sinh hoat Néng thon Thanh phé
Ho Chi Minh; Dia chi: s 27 Hiru Nghj, phudng Thi Dire, Thanh phd Hb Chi
Minh.
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